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Motivation

|There are many online’[dsksthotore'
repetitive, tedious, or otherwise lend|

SRR es well o automation.
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Motivation

|There are many online’[dsksthotore'
fEEE e, fedious, or otherwise lend|
themselves well torautomation.

e amples:
-Price ‘mohitorihg (eBay sniping sites)
e sensitive reg‘is’[rq’[ion (coAurse‘ enrollment)
-Check stgtus\"e_ve“r‘g e nite r v.al
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A Modest Proposal
. A Chrome extension that clolige

1. Record a macro, a series of actions
‘across multiple web pages
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A Modest Proposal

- A Chrome extension that clolige

1% Record 0 macro a series of actions
félcoss multlple web pages |
% .Plog thar. macro when a condition is ;

‘ met.

Gl Tlme (e.0. me this Frldag) m’[ervols (e g.
~every 5 seconds) |

B v alue (eg ‘when ’[he Rlilce drops below 200)
£ - S SNIP



Ele/ious Related Work

Macros fcjr= Chrome'

. Ad hoc sites (eBay sniping Sites, |
REllfSIGR = ticket price alerts, etc)
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Use CokEE

1) At 9 OOom on Sundog, plog a YouTube e
V|deo as an alarm |
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B e ases

2)

At 9: OOom on Sundog pldg Q You’[ube
Jlseecls an alarm

On your friend’s birthday, write a

'.-“hoppg blrthdog post on her wall
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B e ases

At O: OOom on Sundog pldg Q You’[ube
Jlseecls an alarm |

Ben Jour. friend’s: Birthday, write e

| hoppg b|r’[hddg post on her wall

) At /: SOam on April 20th, sugn up for .

- 'c:ourses on TlgerHub | -
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B e ases

2)

&

Tl

notlflcqtlon_ and buy the ticket

At 9: OOom on Sundog pldg 0 YouTube 9
Jlseecls an alarm |
@in Uour. friend’s: Birthday, write e

4 hoppg b|r’[hddg post on her wall
e/ 30om on April 201h, 5|gn up for :
e oUrses on T|gerHub | -

When prices for flight UA 87 drop
below $500, recelve an email

SNIF’)



Structure: At a glance

Frontend

g JovoScrlpT/HTML/CSS
= Chrome extensmn 1
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Structure: At a glance

| Frontend

g JovoScrlpT/HTML/CSS
= Chrome extensmn 1

' Boékend w
- Python
s
b SQLH[e (m progress)
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—|ow ki Works Fron’[end
D||oe|me

1. Inject JavaScript
fiteRcvery .

//_,
p

elemen’[ of poge | 5o

‘l Clear Form Wipe Memory
gfi

Name/ID
New Macro
Macro

Record a new macro by hitting the "Record" button above and star
interacting with the target page.




'
0

When user
interacts with
elemen’[
JovoScmstends

code to extension

How it Works: Frontend
RlEcliihe -

PARSNIPPARSNIP

Name/ID
New Macro

Macro

Record a new macro by hitting the "Record” button above and start
interacting with the target page.




How it Works: Frontend
RO

ARSNIPPARSNIP

3. User (optionally)
Ebccifiesa, .
condition

Trigger Time
Year: 2015
Month: 05
Day: 05

Time: 14:08:00

Save with Conditions Clear Conditions

|

Repeat interval (s):

10

Play with Repeat




How it Works: Frontend
Pipeline '

4. User sends |

bundled macro To
server Using. .- |
XMLHHpReques’[

OR saves Iocallg

Macro

Record a new macro by hitting the "Record" button above and start
interacting with the target page.




How it Works: Frontend

RlEciine o

- 5. User executes the
Blelero (with or.
without i e
g dlitions) . 1

.
W ' New Macro

Macro

: 2 : Record a new macro by hitting the "Record" button above and start
: interacting with the target page.




How it Works: Frontend
RO

fellccr can -

repeatedly play
the macro at set
intervals Tosor T

Year: 2015
Month: 05
Day: 05

Time: 14:08:00

Save with Conditions Clear Conditions

Repeat interval (s):

32|

Play with Repeat I
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How i1 Works Bockend P|pe|me

| 1 Python packet snlffer scrlpt
2. SQLite3 e

g 3.‘Splinter+ Headless Browser



Backend: Python sniffer script
e Usesthe Scapy package to proc:es’s
l=elmiing packets - - ‘ &

###[ Raw ]##%#
load = 'POST /?string=%&%27()*+,-./0123456789:;%3C=%3E?@ABCDEF;G
: defghijklmnopgrstuvwxyz{|}~%27 HITP/1.1\r\nHost: ec2-52-5-182-16.compute-1.amazo
/5.0 (Windows NT 6.1; WOW6é4; rv:37.0) Gecko/20100101 Firefox/37.0\r\nlZccept: tex
plication/xml;qg=0.9, */*;g=0.8\r\nAccept-Language: en-US,en;qg=0.5\r\nAccept-Encod
ull\r\nConnection: keep-alive\r\nPragma: no-cache\r\nCache-Control: no-cache\r\n
S ; $&' () *+,-./0123456789: ;<=>?@ABCDEF; GHIJKLMNOPQRSTUVWXYZ [\\]~_‘abcdefghijklmnopgr
‘ $##[ Ethernet ]###
dst = 0a:24:71:30:24:2c
src = Qa:le:0c:28:26:al
type 0x800




X~C[ec2-user@ip-172-31-3-90 ~]$ python showdb.py
u'testing',)

(u'yoooooo’,)

(u'yooooo',)

. (u'yooooo',)

(u'yoo;oo00',)

(u'yoo:000"',)

(u'yoo: ooo',)

(u'yoo:'!oo0',)

(u'yoo:yoooomamaooo',)

(u'eee',)

(u'eelmaocoococoe’,)

(u"hello'"™,)
(u"hello'"™,)
(u'hello’',)
(u'hello’',)
(u"!S$3s" () *+,
(u"!S$3s" () *+,
(u"!S$3s" () *+,
(u"!S$3s" () *+,

./0123456789: ;<=>?@ABCDEFGHIJKLMNOPQRSTUVWXYZ [\\\\]~_‘abcdefghijklmnopgrstuvwxyz{|}~'",)
./0123456789: ;<=>?@ABCDEFGHIJKLMNOPQRSTUVWXYZ [\\\\]~_‘abcdefghijklmnopgrstuvwxyz{|}~'",)
./0123456789: ;<=>?@ABCDEFGHIJKLMNOPQRSTUVWXYZ [\\\\]"~_"a",)

./0123456789: ;<=>?@ABCDEFGHIJKLMNOPQRSTUVWXYZ [\\\\]~_‘abcdefghijklmnopgrstuvwxyz{|}~'",)
(u"!1$%&' () *+,-./0123456789: ;<=>?@ABCDEFGHIJKLMNOPQRSTUVWXYZ [\\\\]"_"abcdefghijklmnopgrstuvwxyz{|}~'",)
(u"!$%&" () *+,-./0123456789: ;<=>?@ABCDEF", )

(u"!1$%&' () *+,-./0123456789: ;<=>?@ABCDEF; GHIJKLMNOPQRSTUVWXYZ [\\\\]"_‘abcdefghijklmnopgrstuvwxyz{|}~'",)
(u"!1$%&' () *+,-./0123456789: ;<=>?@ABCDEF; GHIJKLMNOPQRSTUVWXYZ [\\\\]"_‘abcdefghijklmnopgrstuvwxyz{|}~'",)
(u'',)

(u™ !1$%&' () *+,-./0123456789:;<=>?@ABCDEF; GHIJKLMNOPQRSTUVWXYZ [\\\\]"_‘abcdefghijklmnopgrstuvwxyz{|}~'",)



7 Example:.

‘Backend: Headless browser

=

Bei b owser of -

choice: PhantomJS

e Alternative to. = |
“executing locally

Phantom)S

O Locolcompu’[er

‘is asleep or
turned il
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Testing Process

BER e ofitests
S8 Mldcro func’uonoh’[g ink clicks, form submits, |
ey, etc. ; -
o Ex’[ensmn func’uonoli’[g:'plressing buttons in
~ different orders . i

2 Heve edch group member test each

coselndependenﬂg
al Report fmdmgs on shared Google doc
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Known Issues

R @annot record MAcros for ol poges =
ERSERNEIT M stuff - -

2. Cannotinteract with [slefe]cE ’[ho’[ don’t
exist [Bietc.g. Com‘|rm Ronliigernuo.

. . .Some’[lmes don't want to execute last

= step (e.g. buying a plane ticket)
4. Recording macros while logged in
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RlUire Work

—

N

.' Record more types of ochonsl
. Add “value conditions”: mo’[ch

JovaScrlp’[ elemen’[ on page e.g. stock

ﬂ-pr|ces ticket fores e
: Bockend Execu’uon |
& o dd ophon to record Q Slmulo’[ed cllck

(SHof S| + chck)
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